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    Improv

Improv-over-BLE Wi-Fi provisioning for
Elixir/Nerves devices, built on BlueZ over D-Bus.
A device with no network connectivity advertises the Improv BLE service;
a provisioner (the Home Assistant companion app, improv-wifi.com, or any
Improv client) connects, optionally scans for networks, submits SSID +
password, and gets redirected to the device's web UI on the new network.
Implements the full Improv BLE protocol: submit Wi-Fi (0x01), identify
(0x02), device info (0x03), and scan networks (0x04), with the
capabilities byte derived from what you configure.
Documentation
Start here once you're ready to go beyond the quickstart below:
	Architecture guide — the supervision tree
(why the group is :one_for_all and mounted last), the manager state
machine, and the exported D-Bus surface.
	Host integration guide — the integration
cookbook: every Improv.Supervisor option, the status/PubSub contract,
the built-in Wi-Fi backend and how to replace it, and the
vintage_net-is-optional story.
	Protocol and security guide — the wire formats,
the 31-byte legacy-advertising budget math, and the session security
model that stands in for the Improv authorization handshake.

The core modules carry the reference detail: Improv (manager + every
option), Improv.Protocol (the codec), Improv.GattServer /
Improv.Advert (the exporters), Improv.Wifi (the backend).
Requirements
	BlueZ ≥ 5.x with bluetoothd running on the system D-Bus (the usual
bluez Nerves/host setup) and a BLE-capable
adapter.
	Optional: vintage_net for the
built-in Wi-Fi backend (Improv.Wifi); without it, inject your own
scan/configure functions.
	Optional: phoenix_pubsub for
status broadcasts.

Usage
Mount Improv.Supervisor in Bluez's extra_children: slot, appended
last — under Bluez's :rest_for_one strategy a bluetoothd/client
restart then rebuilds the Improv group (whose exporters hold now-stale D-Bus
registrations), while an Improv fault never disturbs the children before it:
{Bluez,
 client: [...],
 extra_children: [
   {Improv.Supervisor,
    [
      # Connectivity probe for the arm gate. REQUIRED for provisioning to
      # ever activate: nil (the default) reads as online = never arm.
      network_type: &MyApp.Network.type/0,

      # BLE-visible name becomes "My Device <suffix>" (suffix = last 4 hex
      # of the device MAC). Or pass local_name: for the full string.
      name_prefix: "My Device",

      # Optional — Identify (0x02): do something physically observable.
      # Sets capability bit 0. Runs fire-and-forget off the manager loop.
      identify_fun: &MyApp.Identify.blink/0,

      # Optional — Device Info (0x03) strings. Sets capability bit 1.
      device_info: [
        firmware_name: "My Firmware",
        firmware_version: "1.2.3",
        hardware: "Raspberry Pi 3 Model B Plus",
        device_name: "My Device 507f"
      ],

      # Optional: pubsub: MyApp.PubSub for {:improv_status, _} broadcasts,
      # ifname: "wlan0" (default), timeout/cap overrides, …
    ]}
 ]}
Improv.status/1 returns %{state: fsm, error: atom | nil} and works on any
target — it answers a disarmed shape when the subsystem isn't running.
Security model
The Improv authorization handshake is not used (the GATT characteristics
are cleartext); the session is instead bounded by:
	No-connectivity arm gate: the subsystem arms (exports the GATT app +
advertisement) only when the device boots with no network connectivity —
and only once per boot. A device that's already online never exposes the
provisioning surface. The boot connectivity read races DHCP/link bring-up,
so arming re-checks after a 20 s grace period.
	Idle timeout (5 min): reset only on a meaningful state advance
(first client connect, a valid submit) — never on arbitrary client
activity, so a flooding peer cannot hold the session open.
	Absolute session cap (15 min): disarms regardless of activity.
	Connect timeout (30 s): a submit that never reaches full :internet
connectivity reverts to AUTHORIZED with unable_to_connect, allowing a
retry within the session.
	The adapter is made non-pairable for the session (no bond is needed for
cleartext characteristics) and restored on teardown.

ServiceData and legacy (BT 4.x) controllers
The advertisement carries the spec's 6-byte ServiceData
[state, capabilities, 0 ×4] keyed by the 16-bit "4677" UUID. That
form totals exactly 31 bytes alongside the mandatory Flags and the 128-bit
service UUID — the entire legacy advertising budget, with the local name
falling to the scan response. Controllers without LE Extended Advertising
(e.g. a Raspberry Pi 3's BCM4345C0) reject anything larger: a 128-bit-keyed
ServiceData was hardware-tested and refused by bluetoothd with "Invalid
Parameters". The payload is static (state frozen at AUTHORIZED): BlueZ reads
the advertisement properties once at registration, and clients read live
state/capabilities from the GATT characteristics after connecting.
Installation
def deps do
  [
    {:improv, "~> 0.1"}
  ]
end


  

    Architecture

Improv is a consumer of the bluez subtree: it
exports a GATT application and an LE advertisement over D-Bus and drives
them from a small state machine. The library never calls back into named
modules of yours — everything app-specific (connectivity probe, branding,
identify action, device-info strings) is injected through
Improv.Supervisor's opts.
Supervision tree
Improv.Supervisor is a :one_for_all group mounted in Bluez's
extra_children: slot, appended last:
flowchart TB
    bluez[["Bluez (Supervisor, :rest_for_one)"]]
    bluez --> stack["… daemons + scanning/GATT/audio clients …"]
    stack --> sup[["Improv.Supervisor (:one_for_all)"]]
    sup --> tasks["1 · Improv.TaskSupervisor"]
    sup --> gatt["2 · Improv.GattServer<br/>(GATT app exporter)"]
    sup --> advert["3 · Improv.Advert<br/>(LEAdvertisement1 exporter)"]
    sup --> mgr["4 · Improv (manager)"]
Both placements are load-bearing:
	Appended last under :rest_for_one: a bluetoothd/Bluez.Client
restart rebuilds the whole Improv group — whose exporters hold
now-stale D-Bus registrations — while an Improv fault never disturbs
anything before it (the host's scanning/GATT or audio stacks).
	:one_for_all internally: the manager registers and drives the
exporters, so a crash of any one process must restart all of them
together. Restarting the group drops the exporters' rebus
connections, which makes bluetoothd auto-unregister the GATT
application and advertisement — teardown is implicit in process death,
with no cleanup code to get wrong.

The Task.Supervisor exists because BlueZ's
RegisterApplication/RegisterAdvertisement calls are re-entrant: BlueZ
reads the exporter's whole object tree by calling back into the exporting
process before the register call returns, so registration must run off
the GenServer loop or it deadlocks. It also runs the host's
identify_fun: and the Wi-Fi scan (both block for seconds).
Modules
	Module	Role
	Improv	Manager GenServer: arm gate, FSM, session timers, RPC dispatch
	Improv.GattServer	Exports the Improv GATT service + 5 characteristics; serves BlueZ's ReadValue/WriteValue/notify calls
	Improv.Advert	Exports the LEAdvertisement1 object; registers/unregisters it on arm/disarm
	Improv.Protocol	Pure wire codec — every byte read or notified is built and parsed here
	Improv.Wifi	VintageNet-backed scan/configure/redirect backend (optional, injectable)
	Improv.Supervisor	The :one_for_all group; derives the capabilities byte once

The split keeps I/O shells thin: the GATT tree/props/read logic, the
advertisement property list, and the whole protocol codec are pure
functions, host-tested without D-Bus or a radio.
Manager state machine
stateDiagram-v2
    [*] --> disarmed
    disarmed --> advertising: offline at boot<br/>(after 20 s grace, once per boot)
    advertising --> connected: first client activity
    connected --> provisioning: valid submit-wifi
    provisioning --> connected: connect timeout →<br/>unable_to_connect (retry)
    provisioning --> provisioned: ifname reaches :internet
    provisioned --> disarmed: 10 s result hold
    advertising --> disarmed: idle timeout / session cap
    connected --> disarmed: idle timeout / session cap
Arming exports the GATT app + advertisement and suspends the host's
proxy scan (suspend_scan cast to the scanner:, Bluez.Client by
default — there is no client consuming scan results on an offline boot,
and it frees the radio for the peripheral connection). Disarming reverses
both. A failed or timed-out connect is not a distinct FSM state: it
reverts provisioning → connected and surfaces the error byte via
state.error, so the provisioner can retry within the session.
PROVISIONED is detected via VintageNet connectivity events, and only
when the provisioning interface itself reaches full :internet — :lan
is not success (a wrong password flaps associate → handshake-fail → drop,
blipping :lan transiently), and other interfaces say nothing about the
submitted credentials.
D-Bus surface
The exporters own separate rebus connections (separate failure
domains) and export:
/org/improv                    org.freedesktop.DBus.ObjectManager
/org/improv/service0           org.bluez.GattService1
/org/improv/service0/char0..4  org.bluez.GattCharacteristic1
/org/improv/advert0            org.bluez.LEAdvertisement1
Registration happens on demand (when the manager arms), not at
startup — so the exporters sit idle on an online boot, and a registration
failure is healed by flipping the optimistic registered? flag back so a
later arm retries. Notifications are
org.freedesktop.DBus.Properties.PropertiesChanged signals on the
characteristic paths, emitted only after a client subscribes via
StartNotify.


  

    Host integration

Everything the library needs from your application flows through
Improv.Supervisor's opts. This guide is the integration cookbook: the
full option surface, the status/PubSub contract, and what the built-in
Wi-Fi backend does versus what you can inject.
The running example is a Nerves ESPHome-style proxy (the application the
library was extracted from), but nothing here is specific to it.
Wiring it up
Mount the supervisor in Bluez's extra_children: slot, appended last
(see the Architecture guide for why):
{Bluez,
 client: [...],
 gatt: [...],
 extra_children: [
   {Improv.Supervisor,
    [
      # ── arm gate (REQUIRED for provisioning to ever activate) ──────
      # 0-arity fun; :disconnected = offline. nil (the default) reads as
      # online, so an unconfigured host NEVER arms — fail-closed.
      network_type: &MyApp.System.network_type/0,

      # ── branding ────────────────────────────────────────────────────
      # BLE-visible name becomes "My Device <suffix>", suffix = last 4
      # hex of the device MAC (hostname tail off-target). Or pass
      # local_name: "exact string" to skip suffixing.
      name_prefix: "My Device",

      # ── optional commands (capability bits derive from these) ──────
      # Identify (0x02): something physically observable; run
      # fire-and-forget under Improv.TaskSupervisor, may block/sleep.
      identify_fun: &MyApp.Identify.blink_led/0,
      # Device Info (0x03): static strings, resolved when you build the
      # child spec.
      device_info: [
        firmware_name: "My Firmware",
        firmware_version: "1.2.3",
        hardware: "Raspberry Pi 3 Model B Plus",
        device_name: "My Device 507f"
      ],

      # ── plumbing (all optional) ─────────────────────────────────────
      pubsub: MyApp.PubSub,       # {:improv_status, _} broadcasts; nil = no-op
      ifname: "wlan0",            # interface being provisioned (default)
      scanner: Bluez.Client       # gets suspend_scan/resume_scan casts (default)
    ]}
 ]}
Improv.Advert.device_suffix/0 is public so the host can build other
device-facing strings that match the advertised name — the example app
uses it for device_info:'s device_name.
Timer overrides (timeout_ms, session_cap_ms, connect_timeout_ms,
boot_grace_ms, provisioned_hold_ms) exist mainly for tests; the
defaults implement the security model in the README.
Capabilities are derived, not configured
There is no capabilities: option. The supervisor derives
the byte once — scan-wifi always (built in), identify iff identify_fun:
is set, device-info iff device_info: is set — and threads the same
value to the GATT capabilities characteristic and the advertisement's
ServiceData, so the two can never disagree. Configure both callbacks and
clients see 0x07.
A command whose capability bit is off is rejected with the Improv
unknown_command error if a non-compliant client sends it anyway.
Status and PubSub
Improv.status/1 returns %{state: fsm, error: atom | nil} and is safe
to call on any target: it answers %{state: :disarmed, error: nil} when
the subsystem isn't running (non-BT target, subtree down) instead of
raising. Note what the catch :exit there swallows — a wedged manager
also renders as disarmed rather than crashing the caller.
With a pubsub: configured, every state change and pushed error
broadcasts
{:improv_status, %{state: fsm, error: atom | nil}}
on the "bluetooth:improv" topic (Improv.status_topic/0). A LiveView
status card subscribes on mount and re-renders on the message; the FSM
states map to display as: :disarmed (idle), :advertising/:connected
(window open — all present as AUTHORIZED to BLE clients),
:provisioning, :provisioned.
The Wi-Fi backend
Improv.Wifi is the default wifi: implementation, built on VintageNet
(an optional dependency — see below):
	scan_networks/1 reads the live access_points property that
wpa_supplicant keeps refreshed, not VintageNetWiFi.quick_scan/1
(whose fresh-scan + 2 s sleep lands in the empty mid-scan window on
hardware), and kicks an async VintageNet.scan/1 for the next call.
	configure/3 applies a WPA-PSK (or open, for an empty password) DHCP
config to the interface with persist: true semantics — the
credentials survive the reboot.
	redirect_url/1 builds http://<ip>/ from the interface's first IPv4
address for the post-provision redirect.

Every function takes ifname: in its trailing opts (the manager threads
its own ifname: automatically) and injectable vintage_get: /
scan_trigger: / configure_fn: funs.
To replace the backend entirely, pass wifi: MyBackend — any module
with the same three functions (each accepting the trailing opts list).
The manager calls it through a rescue, so a raising backend degrades to
wifi_unavailable instead of crashing the session.
vintage_net is optional — and runtime: false
The dependency is declared optional: true, runtime: false:
	optional — hosts that inject a custom backend never pull it.
	runtime: false — this only affects the library's own dev/test
runs: started on a host machine, vintage_net writes /etc/resolv.conf.
It does not propagate to consumers: a Nerves app depends on
vintage_net directly, and that declaration governs its startup.

All VintageNet access in the library is Code.ensure_loaded?-guarded
and rescued, so the modules load and the decision logic is testable with
the dependency absent, present-but-stopped, or running.


  

    Protocol and security model

What actually goes over the air, and why the session is bounded the way
it is. The wire formats are locked against
improv-wifi.com/ble and the reference
SDKs (improv-wifi/sdk-ble-js, ESPHome's esp32_improv component); all
encoding/decoding lives in the pure Improv.Protocol codec.
Service and characteristics
One primary service (00467768-6228-2272-4663-277478268000) with five
characteristics, …8001–…8005:
	Characteristic	Flags	Carries
	current-state	read, notify	one bare byte
	error-state	read, notify	one bare byte
	rpc-command	write, write-without-response	framed commands
	rpc-result	read, notify	framed results
	capabilities	read	one bare byte

Everything is cleartext — no encrypt flags: security comes from the
session model below, not from BLE pairing (the adapter is made
non-pairable for the session so provisioners aren't nudged to bond).
Frames
The RPC characteristics carry framed packets:
[command_id] [data_length] [data …] [checksum]
checksum is the low byte of the sum of every preceding byte. Malformed
structure or a checksum mismatch pushes the invalid_rpc error; a
well-formed frame for an unimplemented command pushes unknown_command.
	Command	Data	Result
	0x01 submit Wi-Fi	[ssid_len][ssid][pwd_len][pwd] (pwd_len 0 = open network)	on success, one result carrying the redirect URL
	0x02 identify	none	none (the device just does something visible)
	0x03 device info	none	one result: firmware name, firmware version, hardware variant, device name
	0x04 scan networks	none	one result per network ([ssid, rssi, "YES"/"NO"]), then an empty terminator frame

Result data is a sequence of 1-byte-length-prefixed strings — no count
byte, matching the sequential decode in sdk-ble-js (hardware-validated
against the Home Assistant app).
States, errors, capabilities
Current-state bytes: 0x01 authorization-required (never sent — see
below), 0x02 authorized, 0x03 provisioning, 0x04 provisioned.
:disarmed, :advertising and :connected all present as AUTHORIZED;
the distinction is internal.
Error bytes: 0x00 none, 0x01 invalid RPC, 0x02 unknown command,
0x03 unable to connect, 0x04 not authorized, 0xFF unknown.
Capabilities: bit 0 identify (0x01), bit 1 device-info (0x02), bit 2
scan-wifi (0x04, always set — and what makes improv-wifi.com show the
network dropdown), bit 3 hostname (unsupported). The byte is derived from
configuration — see the Host integration guide.
The advertisement and the 31-byte budget
A legacy (BT 4.x) advertising PDU holds 31 bytes. The advertisement
packs, exactly:
Flags AD                    3 bytes
ServiceData AD (16-bit key) 1 + 1 + 2 + 6 = 10 bytes
ServiceUUIDs AD (128-bit)   1 + 1 + 16   = 18 bytes
                            ───────────────
                            31 bytes
so LocalName falls to the scan-response packet. The ServiceData is the
spec's 6-byte payload [current_state, capabilities, 0x00 ×4] keyed by
the 16-bit "4677" UUID. Two alternatives were rejected on real
hardware grounds:
	Keying by the 128-bit UUID (~24-byte AD) — bluetoothd refuses the
oversized advert with "Invalid Parameters" on controllers without LE
Extended Advertising (hardware-tested on a Pi 3's BCM4345C0).
	The ESP32 reference's 8-byte "PM…" payload — 33 bytes total, also
over budget next to the 128-bit UUID.

The payload is static at registration (state frozen at AUTHORIZED):
BlueZ reads LEAdvertisement1 properties once at
RegisterAdvertisement, a live update would need re-registration churn,
and legacy controllers stop advertising while a client is connected —
which is when every post-AUTHORIZED state occurs. Clients read live
state and capabilities from the GATT characteristics after connecting;
Improv.Advert.set_state/2 is deliberately a no-op.
Session security model
The Improv authorization handshake (0x01 authorization-required, the
authorize command) is not used — the session is bounded instead:
	No-connectivity arm gate. The GATT app and advertisement are only
exported when the device boots with no network connectivity, and at
most once per boot: connectivity dropping later never re-arms (that
requires a reboot), and a session ending (timeout or provisioned)
disarms for good. Because the boot connectivity read races DHCP/link
bring-up, an offline reading is re-checked after a 20 s grace before
arming — otherwise every Ethernet boot would spuriously advertise.
	Idle timeout, meaningful-advance resets only (5 min). The timer
resets on the first client connect and on a valid submit — never on
arbitrary client activity, so a flooding peer cannot hold the session
open by poking characteristics.
	Absolute session cap (15 min). Armed once at arm time and never
reset, so repeated valid submits can't extend the session forever.
	Connect timeout (30 s). A submit whose interface never reaches
full :internet reverts to AUTHORIZED with unable_to_connect; the
provisioner can retry within the session with corrected credentials.
	Provisioned hold (10 s), just long enough for the client to read
the redirect-URL result, then teardown.

The threat this addresses: a provisioning surface that accepts cleartext
credentials must only exist when the device is genuinely unconfigured
(offline boot), must disappear on its own (timers), and must never let a
nearby peer keep it open indefinitely (reset rule + cap).
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Improv-over-BLE Wi-Fi provisioning manager — the GenServer that ties the
protocol codec, GATT server and advertisement into a working subsystem.
Always started on BT targets but disarmed by default. It arms (exports the
GATT app + advertisement, starts a session timer) only when the device boots
with no network connectivity, and tears itself back down on a 5-minute idle
timeout or once provisioning completes.
State machine
:disarmed → :advertising → :connected → :provisioning → :provisioned
A failed/timed-out connect reverts :provisioning → :connected and surfaces the
reason via state.error (an error byte to the client) — there is no distinct
:error FSM state.
We always advertise current-state AUTHORIZED until a submit moves us to
PROVISIONING; security comes from the no-connectivity arm gate + the session
timeout, not from the Improv authorization handshake.
Arm policy
Arm only on a no-connectivity boot, and only once per boot — we do NOT
re-arm if connectivity drops later (re-arm requires a reboot). After a session
ends (timeout or provisioned) we disarm and stay disarmed.
Timeout reset rule
The 5-minute idle timer resets only on a meaningful state advance (first
client connect, a valid submit) — never on arbitrary client activity, so a
flooding peer cannot hold the session open forever. An absolute session cap
(default 15 minutes) bounds the whole session regardless of activity.
State changes broadcast {:improv_status, status} on the "bluetooth:improv"
PubSub topic (status_topic/0) when a pubsub: is configured, for host UIs.
Wi-Fi scan/apply goes through the :wifi dep (Improv.Wifi by default);
this module routes RPCs to it and pushes the resulting GATT notifications.
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    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        command_action(arg)

      


        Map a decoded command (or decode error) to the manager action. Pure — the
GenServer executes the returned action. Returns



    


    
      
        current_state_atom(arg1)

      


        Map an FSM state to the current-state atom we advertise/notify. Pure.



    


    
      
        start_link(opts \\ [])

      


    


    
      
        status(server \\ __MODULE__)

      


        Current provisioning status: %{state: fsm, error: atom | nil}. Returns the
disarmed shape when the manager isn't running (off-target / subtree down).



    


    
      
        status_topic()

      


        PubSub topic carrying {:improv_status, status} messages.



    


    
      
        valid_password?(pwd)

      


        Password pre-validation: empty (open network) or the WPA-PSK passphrase rule,
8..63 bytes. Rejecting garbage here keeps it from ever reaching
VintageNet.configure (which would raise inside the wifi seam). Pure.



    


    
      
        valid_ssid?(ssid)

      


        Improv SSID length rule: 1..32 bytes. Pure.
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          @type fsm() :: :disarmed | :advertising | :connected | :provisioning | :provisioned
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec command_action(Improv.Protocol.command() | Improv.Protocol.decode_error()) ::
  {:submit, binary(), binary()}
  | :scan
  | :identify
  | :device_info
  | {:reject, atom()}


      


Map a decoded command (or decode error) to the manager action. Pure — the
GenServer executes the returned action. Returns:
	{:submit, ssid, pwd} for a valid submit (SSID 1..32 bytes, password
empty or 8..63 bytes),
	:scan for request-networks,
	{:reject, error_atom} for an invalid submit / decode failure.
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          @spec current_state_atom(fsm()) :: atom()


      


Map an FSM state to the current-state atom we advertise/notify. Pure.
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      status(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec status(GenServer.server()) :: %{state: fsm(), error: atom() | nil}


      


Current provisioning status: %{state: fsm, error: atom | nil}. Returns the
disarmed shape when the manager isn't running (off-target / subtree down).
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          @spec status_topic() :: String.t()


      


PubSub topic carrying {:improv_status, status} messages.

  



  
    
      
    
    
      valid_password?(pwd)



        
          
        

    

  


  

      

          @spec valid_password?(binary()) :: boolean()


      


Password pre-validation: empty (open network) or the WPA-PSK passphrase rule,
8..63 bytes. Rejecting garbage here keeps it from ever reaching
VintageNet.configure (which would raise inside the wifi seam). Pure.

  



  
    
      
    
    
      valid_ssid?(ssid)



        
          
        

    

  


  

      

          @spec valid_ssid?(binary()) :: boolean()


      


Improv SSID length rule: 1..32 bytes. Pure.
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Supervises the Improv provisioning processes as a :one_for_all group.
The children are mutually dependent — the Improv manager registers and drives
the GattServer + Advert D-Bus exporters (off-loop via the Task.Supervisor)
— so a crash of any one must restart all of them together. Under the parent
Bluez supervisor's :rest_for_one, the manager (started last)
crashing would otherwise leave GattServer/Advert running: the cleartext GATT
app + advertisement would stay exported with no session timers or disarm logic.
Restarting the whole group instead drops the exporters' own rebus connections,
which makes bluetoothd auto-unregister the GATT application + advertisement,
and the manager re-evaluates connectivity from a clean slate.
Mounting contract
Improv is a consumer of the Bluez subtree, not part of it: mount this
supervisor in Bluez's extra_children: slot, appended last. Under the
Bluez parent's :rest_for_one strategy that position means a
bluetoothd/Bluez.Client restart rebuilds the whole Improv group (whose
exporters hold now-stale D-Bus registrations), while an Improv fault never
disturbs anything before it — the host's scanning/GATT or audio stacks.
The child spec's opts are also where the host passes the manager's options
(pubsub:, network_type:, ifname:, identify_fun:, device_info:, …)
and the advert branding (name_prefix: / local_name:):
{Bluez,
 client: [...],
 extra_children: [
   {Improv.Supervisor,
    [
      pubsub: MyApp.PubSub,
      network_type: &MyApp.Network.type/0,
      name_prefix: "My Device",
      identify_fun: &MyApp.Identify.blink/0,
      device_info: [
        firmware_name: "My Firmware",
        firmware_version: "1.2.3",
        hardware: "Raspberry Pi 3 Model B Plus",
        device_name: "My Device 507f"
      ]
    ]}
 ]}
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        Returns a specification to start this module under a supervisor.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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Exports an org.bluez.LEAdvertisement1 object and registers it with the
adapter's org.bluez.LEAdvertisingManager1, so the device advertises the
Improv service while provisioning is armed.
Same export+dispatch shape as Bluez.Agent (own rebus
connection, set_method_handler, reply to inbound calls, register off-loop in
a Task). The advertisement is a single read-only object with a Release()
method BlueZ calls when it drops the advert.
What we advertise
	Type = "peripheral" (connectable),
	ServiceUUIDs = [improv service uuid] (128-bit),
	ServiceData = the spec's 6-byte payload keyed by the 16-bit "4677"
UUID (see below),
	LocalName = the device name (falls to the scan-response packet),
	Discoverable = true.

ServiceData and the 31-byte legacy-advertising budget
The 128-bit service UUID consumes 18 of the 31-byte legacy budget, and the
rpi3 controller (BCM4345C0, BT 4.x) has no LE Extended Advertising. A June
2026 attempt keyed ServiceData by the 128-bit UUID (~24-byte AD) made
bluetoothd reject the advert with "Invalid Parameters" (HW-found on rpi3).
The spec's form — 6-byte payload [state, capabilities, 0 ×4] keyed by the
16-bit "4677" UUID — totals exactly 31 bytes alongside Flags + the
128-bit ServiceUUIDs, so it fits. It is static at registration (state
frozen at :authorized): BlueZ reads LEAdvertisement1 properties once at
RegisterAdvertisement, dynamic updates would need re-registration churn,
and legacy controllers stop advertising while a client is connected — which
is when all post-:authorized states occur. Clients read live state and
capabilities from the GATT characteristics after connecting (improv-wifi.com
and the HA app both do), so nothing is lost. set_state/2 is therefore a
no-op, kept only so the manager's transitions stay uniform.

      


      
        Summary


  
    Functions
  


    
      
        adv_path()

      


        Object path the LEAdvertisement1 object is exported at.



    


    
      
        advertisement_props(local_name, capabilities \\ Protocol.capabilities())

      


        Build the LEAdvertisement1 property list. Pure.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        device_suffix()

      


        The short device-unique suffix used in the default local name: last 4 hex
of the device MAC, falling back to the hostname tail. Public so hosts can
build other device-facing strings (e.g. Device Info's device name) that
match the advertised BLE name.



    


    
      
        introspect_xml(path)

      


        Introspection XML for the advertisement object. Pure.



    


    
      
        register(server \\ __MODULE__)

      


        Register the advertisement with BlueZ (idempotent; runs off-loop).



    


    
      
        set_state(server \\ __MODULE__, state)

      


        Update the advertised current-state (atom from Protocol).



    


    
      
        start_link(opts \\ [])

      


    


    
      
        unregister(server \\ __MODULE__)

      


        Unregister the advertisement (idempotent).



    





      


      
        Functions


        


  
    
      
    
    
      adv_path()



        
          
        

    

  


  

      

          @spec adv_path() :: String.t()


      


Object path the LEAdvertisement1 object is exported at.

  



    

  
    
      
    
    
      advertisement_props(local_name, capabilities \\ Protocol.capabilities())



        
          
        

    

  


  

      

          @spec advertisement_props(String.t(), binary()) :: list()


      


Build the LEAdvertisement1 property list. Pure.
ServiceData carries the spec's 6-byte payload [current_state, capabilities, 0 ×4] keyed by the 16-bit "4677" UUID — the only form that
fits the 31-byte legacy budget next to the 128-bit ServiceUUIDs (see the
moduledoc for the June 128-bit-keyed rejection). The state byte is frozen
at :authorized; capabilities MUST be the same derived byte the GATT
capabilities characteristic serves (the supervisor derives it once).
LocalName falls to the scan-response packet.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      device_suffix()



        
          
        

    

  


  

      

          @spec device_suffix() :: String.t()


      


The short device-unique suffix used in the default local name: last 4 hex
of the device MAC, falling back to the hostname tail. Public so hosts can
build other device-facing strings (e.g. Device Info's device name) that
match the advertised BLE name.

  



  
    
      
    
    
      introspect_xml(path)



        
          
        

    

  


  

      

          @spec introspect_xml(String.t()) :: String.t()


      


Introspection XML for the advertisement object. Pure.

  



    

  
    
      
    
    
      register(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec register(GenServer.server()) :: :ok


      


Register the advertisement with BlueZ (idempotent; runs off-loop).

  



    

  
    
      
    
    
      set_state(server \\ __MODULE__, state)



        
          
        

    

  


  

      

          @spec set_state(GenServer.server(), atom()) :: :ok


      


Update the advertised current-state (atom from Protocol).

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      unregister(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec unregister(GenServer.server()) :: :ok


      


Unregister the advertisement (idempotent).

  


        

      


  

    
Improv.GattServer 
    



      
Exports the Improv GATT application over D-Bus and serves the inbound method
calls BlueZ makes against it.
Same export+dispatch shape as Bluez.Agent/Client, scaled to
a small object tree: an app-root ObjectManager, one org.bluez.GattService1,
and five org.bluez.GattCharacteristic1 objects (the Improv
capabilities/current-state/error-state/rpc-command/rpc-result characteristics —
all cleartext, no encrypt flags). Registration calls
GattManager1.RegisterApplication on the adapter; BlueZ then reads the entire
tree once via GetManagedObjects and afterwards calls
ReadValue/WriteValue/StartNotify/StopNotify per characteristic.
Notifications (current-state, error-state, rpc-result progress) are pushed by
emitting org.freedesktop.DBus.Properties.PropertiesChanged on the
characteristic's object path (Bluez.Rebus.emit_signal/2) — but
only after a client has subscribed via StartNotify.
Owns its own rebus connection (separate failure domain, like Gatt).
Inbound rpc-command writes and notify subscriptions are forwarded to the
Improv manager process (:manager option) which drives the state machine.
The tree/props/read logic is pure (managed_objects/2, props_for/3,
read_value/2, introspect_xml/1, permission helpers) and host-tested;
the GenServer is a thin I/O shell over it.

      


      
        Summary


  
    Functions
  


    
      
        app_root()

      


        Object path the Improv GATT application is rooted at.



    


    
      
        char_path(key)

      


        Object path for a characteristic role, or nil if unknown.



    


    
      
        chars()

      


        The exported characteristics in tree order, each a map with :key, :path,
:uuid, and :flags. Pure.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        introspect_xml(path)

      


        Introspection XML for one exported object path. Pure.



    


    
      
        managed_objects(values, notifying)

      


        Build the GetManagedObjects reply tree (a{oa{sa{sv}}} payload) from the
current values cache and notifying set. Pure.



    


    
      
        notify(server \\ __MODULE__, key, bytes)

      


        Cache a new value for characteristic key and, if a client has subscribed,
push it as a GATT notification. Used for current-state, error-state and
rpc-result updates.



    


    
      
        props_for(path, values, notifying)

      


        Properties for the object at path: {interface, props_list} or :unknown.
Pure; used by Properties.GetAll/Get and the tree builder.



    


    
      
        read_value(path, values)

      


        Read a characteristic value as a list of bytes (the ay body shape), or
{:error, bluez_error_name} for a non-readable / unknown characteristic. Pure.



    


    
      
        register(server \\ __MODULE__)

      


        Register the GATT application with BlueZ (idempotent; runs off-loop).



    


    
      
        start_link(opts \\ [])

      


    


    
      
        unregister(server \\ __MODULE__)

      


        Unregister the GATT application (idempotent).



    





      


      
        Functions


        


  
    
      
    
    
      app_root()



        
          
        

    

  


  

      

          @spec app_root() :: String.t()


      


Object path the Improv GATT application is rooted at.

  



  
    
      
    
    
      char_path(key)



        
          
        

    

  


  

      

          @spec char_path(atom()) :: String.t() | nil


      


Object path for a characteristic role, or nil if unknown.

  



  
    
      
    
    
      chars()



        
          
        

    

  


  

      

          @spec chars() :: [
  %{key: atom(), path: String.t(), uuid: String.t(), flags: [String.t()]}
]


      


The exported characteristics in tree order, each a map with :key, :path,
:uuid, and :flags. Pure.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      introspect_xml(path)



        
          
        

    

  


  

      

          @spec introspect_xml(String.t()) :: String.t()


      


Introspection XML for one exported object path. Pure.

  



  
    
      
    
    
      managed_objects(values, notifying)



        
          
        

    

  


  

      

          @spec managed_objects(%{required(atom()) => binary()}, MapSet.t()) :: list()


      


Build the GetManagedObjects reply tree (a{oa{sa{sv}}} payload) from the
current values cache and notifying set. Pure.

  



    

  
    
      
    
    
      notify(server \\ __MODULE__, key, bytes)



        
          
        

    

  


  

      

          @spec notify(GenServer.server(), atom(), binary()) :: :ok


      


Cache a new value for characteristic key and, if a client has subscribed,
push it as a GATT notification. Used for current-state, error-state and
rpc-result updates.

  



  
    
      
    
    
      props_for(path, values, notifying)



        
          
        

    

  


  

      

          @spec props_for(String.t(), %{required(atom()) => binary()}, MapSet.t()) ::
  {String.t(), list()} | :unknown


      


Properties for the object at path: {interface, props_list} or :unknown.
Pure; used by Properties.GetAll/Get and the tree builder.

  



  
    
      
    
    
      read_value(path, values)



        
          
        

    

  


  

      

          @spec read_value(String.t(), %{required(atom()) => binary()}) ::
  {:ok, [byte()]} | {:error, String.t()}


      


Read a characteristic value as a list of bytes (the ay body shape), or
{:error, bluez_error_name} for a non-readable / unknown characteristic. Pure.

  



    

  
    
      
    
    
      register(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec register(GenServer.server()) :: :ok


      


Register the GATT application with BlueZ (idempotent; runs off-loop).

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      unregister(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec unregister(GenServer.server()) :: :ok


      


Unregister the GATT application (idempotent).

  


        

      


  

    
Improv.Protocol 
    



      
Pure wire codec for the Improv Wi-Fi BLE protocol.
No D-Bus, no processes — every byte the GATT server reads or notifies is built
and parsed here, so the protocol is 100% host-testable. Higher layers
(Improv and its GATT server) only move opaque binaries.
Wire format (locked against improv-wifi.com/ble + improv-wifi/sdk-js)
The RPC command/result characteristics carry framed packets:
[command_id] [data_length] [data … data_length bytes] [checksum]
checksum is the low byte of the sum of every preceding byte in the frame
(command, length, and all data bytes). The current-state, error-state and
capabilities characteristics each carry a single bare byte (no framing).
Submit Wi-Fi (0x01) data payload
[ssid_len] [ssid …] [pwd_len] [pwd …]
Open networks send pwd_len = 0.
Identify (0x02) / Device Info (0x03)
Both carry no data ([cmd][0x00][cs]). Identify has no RPC result — the
device just does something physically observable. Device Info replies with one
RPC result carrying four length-prefixed strings: firmware name, firmware
version, hardware variant, device name.
Request scanned networks (0x04)
Command has no data ([0x04][0x00][cs]). The reply is sent as one RPC-result
notification per network, each carrying three strings [ssid, rssi, auth],
followed by a final empty result (data_len 0) that terminates the list.
Capabilities
The capabilities byte is derived from what the host configures (see
capabilities/1): bit2 (0x04, scan-wifi) is always set — the command is
built in, and it's what makes improv-wifi.com show the network dropdown.
bit0 (0x01) is set iff an identify callback is configured, bit1 (0x02)
iff device-info strings are provided. bit3 (hostname) is unsupported.

      


      
        Summary


  
    Types
  


    
      
        command()

      


        Decoded inbound RPC command.



    


    
      
        decode_error()

      


        Reasons a command frame is rejected.



    





  
    Functions
  


    
      
        capabilities(opts \\ [])

      


        Capabilities characteristic value (single byte), derived from what the host
configures: bit2 (scan-wifi) is always set — the command is built in;
bit0 iff identify?: true; bit1 iff device_info?: true. Pure.



    


    
      
        characteristic_uuids()

      


        Map of the five characteristic roles to their UUIDs:
:current_state, :error_state, :rpc_command, :rpc_result, :capabilities.



    


    
      
        checksum(bin)

      


        Checksum of a complete frame without its trailing checksum byte:
the low byte of the sum of every byte. Exposed for framing helpers/tests.



    


    
      
        decode_command(arg1)

      


        Decode an inbound RPC-command frame written to the rpc-command characteristic.



    


    
      
        device_info_command()

      


        Command id for a device-info result frame.



    


    
      
        encode_error(error)

      


        Encode an error-state value (single byte, no framing).



    


    
      
        encode_rpc_result(command_id, strings)

      


        Encode a framed RPC result for command_id carrying strings.



    


    
      
        encode_state(state)

      


        Encode a current-state value (single byte, no framing).



    


    
      
        encode_wifi_network_entry(ssid, rssi, secured)

      


        Encode one Wi-Fi network entry as a scan RPC-result notification:
three strings [ssid, rssi, auth] where rssi is rendered as a signed
decimal and secured becomes "YES"/"NO". Terminate the list with
encode_rpc_result(0x04, []).



    


    
      
        identify_command()

      


        Command id of the identify command.



    


    
      
        request_networks_command()

      


        Command id for a request-scanned-networks result frame.



    


    
      
        service_uuid()

      


        The Improv primary service UUID.



    


    
      
        submit_wifi_command()

      


        Command id for a submit-wifi result frame.



    





      


      
        Types


        


  
    
      
    
    
      command()



        
          
        

    

  


  

      

          @type command() ::
  {:submit_wifi, ssid :: binary(), password :: binary()}
  | {:identify}
  | {:device_info}
  | {:request_wifi_networks}


      


Decoded inbound RPC command.

  



  
    
      
    
    
      decode_error()



        
          
        

    

  


  

      

          @type decode_error() :: {:error, :bad_checksum | :unknown_command | :invalid}


      


Reasons a command frame is rejected.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      capabilities(opts \\ [])



        
          
        

    

  


  

      

          @spec capabilities(keyword()) :: binary()


      


Capabilities characteristic value (single byte), derived from what the host
configures: bit2 (scan-wifi) is always set — the command is built in;
bit0 iff identify?: true; bit1 iff device_info?: true. Pure.
The advertisement's ServiceData capabilities byte MUST carry this same
derived value — derive once and share (the supervisor does this).

  



  
    
      
    
    
      characteristic_uuids()



        
          
        

    

  


  

      

          @spec characteristic_uuids() :: %{required(atom()) => String.t()}


      


Map of the five characteristic roles to their UUIDs:
:current_state, :error_state, :rpc_command, :rpc_result, :capabilities.

  



  
    
      
    
    
      checksum(bin)



        
          
        

    

  


  

      

          @spec checksum(binary()) :: byte()


      


Checksum of a complete frame without its trailing checksum byte:
the low byte of the sum of every byte. Exposed for framing helpers/tests.

  



  
    
      
    
    
      decode_command(arg1)



        
          
        

    

  


  

      

          @spec decode_command(binary()) :: command() | decode_error()


      


Decode an inbound RPC-command frame written to the rpc-command characteristic.
Validates structure and checksum before dispatching. Returns the decoded
command/0, or {:error, reason}:
	:invalid — too short, length field inconsistent, or a malformed
submit-wifi payload (maps to Improv error invalid RPC packet).
	:bad_checksum — checksum mismatch (also invalid RPC packet).
	:unknown_command — well-formed frame for a command we don't implement.


  



  
    
      
    
    
      device_info_command()



        
          
        

    

  


  

      

          @spec device_info_command() :: byte()


      


Command id for a device-info result frame.

  



  
    
      
    
    
      encode_error(error)



        
          
        

    

  


  

      

          @spec encode_error(atom()) :: binary()


      


Encode an error-state value (single byte, no framing).

  



  
    
      
    
    
      encode_rpc_result(command_id, strings)



        
          
        

    

  


  

      

          @spec encode_rpc_result(byte(), [binary()]) :: binary()


      


Encode a framed RPC result for command_id carrying strings.
Each string is length-prefixed; an empty list yields a bare [cmd][0][cs]
frame (the terminator for a scan, or a result with no payload).

  



  
    
      
    
    
      encode_state(state)



        
          
        

    

  


  

      

          @spec encode_state(atom()) :: binary()


      


Encode a current-state value (single byte, no framing).

  



  
    
      
    
    
      encode_wifi_network_entry(ssid, rssi, secured)



        
          
        

    

  


  

      

          @spec encode_wifi_network_entry(binary(), integer(), boolean()) :: binary()


      


Encode one Wi-Fi network entry as a scan RPC-result notification:
three strings [ssid, rssi, auth] where rssi is rendered as a signed
decimal and secured becomes "YES"/"NO". Terminate the list with
encode_rpc_result(0x04, []).

  



  
    
      
    
    
      identify_command()



        
          
        

    

  


  

      

          @spec identify_command() :: byte()


      


Command id of the identify command.

  



  
    
      
    
    
      request_networks_command()



        
          
        

    

  


  

      

          @spec request_networks_command() :: byte()


      


Command id for a request-scanned-networks result frame.

  



  
    
      
    
    
      service_uuid()



        
          
        

    

  


  

      

          @spec service_uuid() :: String.t()


      


The Improv primary service UUID.

  



  
    
      
    
    
      submit_wifi_command()



        
          
        

    

  


  

      

          @spec submit_wifi_command() :: byte()


      


Command id for a submit-wifi result frame.

  


        

      


  

    
Improv.Wifi 
    



      
Wi-Fi operations for Improv provisioning: scan for networks, apply submitted
credentials, and derive the post-provisioning redirect URL. The seam the
Improv manager calls into.
All VintageNet access is guarded (Code.ensure_loaded?) so the module loads on
host, and is injectable (:scan_trigger / :vintage_get / :configure_fn) so
the pure shaping — the configure map, the AP→network mapping, the secured? rule —
is host-tested without a radio. The Wi-Fi interface defaults to "wlan0";
pass ifname: in each call's opts to target another interface.
scan_networks/1 reads the live access_points property (kept fresh by
wpa_supplicant) rather than VintageNetWiFi.quick_scan/1, whose fresh-scan +
2 s sleep read an empty list mid-scan on hardware. It also kicks an async
VintageNet.scan/1 to refresh the property for the next call.

      


      
        Summary


  
    Types
  


    
      
        network()

      


    





  
    Functions
  


    
      
        configure(ssid, password, opts \\ [])

      


        Apply submitted credentials to the Wi-Fi interface. :configure_fn (2-arity
(ifname, config) -> term) is injectable for tests.



    


    
      
        configure_map(ssid, password)

      


        VintageNet config map for a submitted SSID/password. An empty password yields
an open (key_mgmt: :none) network; otherwise WPA-PSK. Pure.



    


    
      
        network_from_ap(map)

      


        Map a VintageNetWiFi.AccessPoint-shaped value to a network/0. Pure.



    


    
      
        redirect_url(opts \\ [])

      


        The web-UI URL to hand back to the provisioner once joined, or nil if no
IPv4 address is bound yet. :vintage_get injectable for tests.



    


    
      
        scan_networks(opts \\ [])

      


        Nearby networks → {:ok, [network]} (empty SSIDs dropped, deduped by SSID
keeping the strongest signal), or {:error, reason}.



    


    
      
        secured?(flags)

      


        Whether an AP's :flags indicate a secured network. Pure.



    





      


      
        Types


        


  
    
      
    
    
      network()



        
          
        

    

  


  

      

          @type network() :: %{ssid: binary(), rssi: integer(), secured: boolean()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      configure(ssid, password, opts \\ [])



        
          
        

    

  


  

      

          @spec configure(binary(), binary(), keyword()) :: term()


      


Apply submitted credentials to the Wi-Fi interface. :configure_fn (2-arity
(ifname, config) -> term) is injectable for tests.

  



  
    
      
    
    
      configure_map(ssid, password)



        
          
        

    

  


  

      

          @spec configure_map(binary(), binary()) :: map()


      


VintageNet config map for a submitted SSID/password. An empty password yields
an open (key_mgmt: :none) network; otherwise WPA-PSK. Pure.

  



  
    
      
    
    
      network_from_ap(map)



        
          
        

    

  


  

      

          @spec network_from_ap(map()) :: network()


      


Map a VintageNetWiFi.AccessPoint-shaped value to a network/0. Pure.

  



    

  
    
      
    
    
      redirect_url(opts \\ [])



        
          
        

    

  


  

      

          @spec redirect_url(keyword()) :: String.t() | nil


      


The web-UI URL to hand back to the provisioner once joined, or nil if no
IPv4 address is bound yet. :vintage_get injectable for tests.

  



    

  
    
      
    
    
      scan_networks(opts \\ [])



        
          
        

    

  


  

      

          @spec scan_networks(keyword()) :: {:ok, [network()]} | {:error, term()}


      


Nearby networks → {:ok, [network]} (empty SSIDs dropped, deduped by SSID
keeping the strongest signal), or {:error, reason}.
Reads the live ["interface", ifname, "wifi", "access_points"] property that
wpa_supplicant keeps refreshed via periodic background scans — NOT
VintageNetWiFi.quick_scan/1, which triggers a fresh ioctl scan and only waits
2s, so it lands in the empty window mid-scan (HW-found: returned 0 while the
property held 31 APs). We also kick an async VintageNet.scan/1 to keep the
property fresh for the next request. :vintage_get/:scan_trigger injectable.

  



  
    
      
    
    
      secured?(flags)



        
          
        

    

  


  

      

          @spec secured?([atom()] | term()) :: boolean()


      


Whether an AP's :flags indicate a secured network. Pure.
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